Cisco SYSTEMS

Data Sheet

Cisco Service Control
Application for Broadband

The Cisco ® Service Control Application for Broadband adds app lication- and subscriber-level intelligence to broa dband
networks, helping service providers optimize Intern et traffic, improve network security, and create ne  w broadband services.
The solution runs on the Cisco SCE 1000 and SCE 200 0 Series Service Control Engines, yielding unsurpas  sed performance
and reliability suitable for deployment in carrier networks. Accompanied by a powerful set of manageme nt tools and
application programming interfaces (APIs), the Cisc o Service Control Application for Broadband helps e nable transparent
integration into the operations support system (OSS ) and ease of integration of the largest service co  ntrol deployments.

PRODUCT OVERVIEW

Cisco Service Control technology comprises trartspgnostic, purpose-built hardware running extdessrvice applications designed to augment
broadband IP networks with advanced capabilitiée fEchnology allows service providers to take idrver their network by facilitating an
operator’s ability to analyze, control, individuathanage, and meter any number of IP services mgrom their IP network.

By deploying a Cisco Service Control Engine andGiszo Service Control Application for Broadbangerators can:

« Perform detailed application- and subscriber-awatevork profiling to improve network visibility.
« Optimize traffic of bandwidth-hungry peer-to-peB2p) applications, thereby reducing network congestnd improving network performance.
« Identify and mitigate malicious attack traffic toopect the operator from outbound attacks and gdisequent cost.

» Track and control individual subscribers’ sessibased on application parameters to develop nevicegplans, capture additional markets,
and increase customer loyalty.

« Develop advanced subscriber- and portal-contragdices through integration with back-office systeand policy servers—the Cisco Service
Control solution integrates with a variety of pglgerver products, and its robust set of APIs alsgbles customer-specific integration.

« Integrate the Cisco Service Control Engine witihdfparty platforms to develop advanced “high-touséivices such as network-hosted content-
filtering or security enhancements—the Cisco Ser@oatrol solution allows for subscriber-level vigtization that scales to enable deployment
at the performance level required in a broadbamdaor&.

The Cisco Service Control Application for Broadbamhances transport networks with programmable@gjan detection and subscriber
awareness. The solution provides bidirectionatedt@ased monitoring of protocols that allows far thetection and control of virtually any
network application, including Web browsing, mukidia streaming, and P2P applications. Service gepsican immediately reduce network
congestion by optimizing application-level trafftbereby taking advantage of existing infrastruetamd eliminating costly network upgrades.
Application awareness provides a foundation fodalgpg new tiers of service based on the applicattbe content, or a premium offering such
as interactive gaming. The Cisco Service Contrgdligation for Broadband runs on the Cisco Servioat®l| Engine, a network element residing
behind an aggregation device such as the Cisco0l86fles Router (refer to Figure 1). The Cisco iBer€ontrol solution can monitor traffic flows
at multigigabit speeds, and it offers providersadmap to profitability by enhancing the transpatiwork with the underlying intelligence to
manage, control, and charge for a multitude ofedded IP service offerings.
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Using the patented multilayered hardware and softyweogrammable architecture of the Cisco Servimet®l Engine, the Cisco Service Control
Application can support new capabilities with saftes flexibility at hardware speeds. This advaniadeghly notable in supporting new network
protocols. The advanced signature-based classificaystem helps enable a quick turnaround for toong and measuring traffic of new
protocols. This support is also available for epteg network protocols such as Skype. Applicatayet information, however, would not be
reported for encrypted protocols.

Typically installed at the broadband network edge,Cisco Service Control Engine interoperates withscriber authentication and management
components as well as billing, data-collection, poticy-provisioning systems to transparently dedidynamic, customized, and application-
differentiated broadband services to subscribers.

The comprehensive collection, configuration, andchagement tools available as part of the producth@dobust set of APIs available for solution
integration help customers efficiently and econaifycdesign and deploy service control solutionsether they are for a small network with
minimum integration requirements or a large-scalsvork encompassing hundreds of SCE devices andrirggjintegration into policy, billing,

and management systems.

The Cisco Service Control Application for Broadbands on Cisco service control engines and is apemied by a set of auxiliary components
that help enable a transparent integration ofebbriology into a provider's OSS. Solution composémtiude:

» Cisco Service Control Application Console—This simple-to-use, GUI-based front end helps endi# network operator to quickly configure
new traffic policies, develop and distribute negnsitures, and view reports and device statusoltiges a comprehensive set of management
tools necessary to efficiently and reliably manage operate a service control deployment of arg; $i#hether a solution includes a handful of
devices or encompasses a large deployment withredaaf devices, the console applications providefficient and easy-to-use configuration
framework.

¢ Cisco Collection M anager—The collection manager performs real-time collettib usage data exported by the service contrahesglt
aggregates usage data collected from the SCE desmbstores them in a Structured Query Langua@k)(8atabase or text files for further
processing. The ability of this collection manatgework with any SQL database facilitates a var@tgesign options, including centralized
or distributed collection and several redundanayoo. When stored in the database, the Cisco tiagdpol (prepackaged with more than 100
report templates) can be used to easily genenatdearange of reports on network activities andligpfion usage. Operators can choose to use
the Cisco Collection Manager for a simple and &ffit solution or integrate the SCE with existingges management, mediation, and billing
solutions.

» Cisco Subscriber M anager—The Cisco Subscriber Manager dispatches subsdeielraffic-control policies and IP address agsian to
SCE devices. It allows operators to account for@drol traffic on an individual subscriber basienvironments where IP addresses change
dynamically. The Cisco Subscriber Manager is aggration point for authentication, authorizationd accounting (AAA), Dynamic Host
Configuration Protocol (DHCP), and policy contrgstems. The Cisco Subscriber Manager software gesva simple way to rapidly develop
complex, highly scalable service control solutiarsle simplifying integration with OSS and policgmtrol products.
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Figure 1. Cisco Service Control Engine with Cisco Service Control Application for Broadband
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NETWORK ENVIRONMENTS

The Cisco Service Control Engine is a transparetwark element allowing for easy insertion in agwork environment. Thus service providers
of any access type (cable, DSL, fiber, mobile,dixd@reless, etc.) can deploy the Cisco solutiothimedge of their IP network and glean immediate
cost-management and revenue-generation benefisaddess-agnostic nature of the solution makegéstecularly good choice for service
providers supporting multiple access technologies single network and service offering, becausddhhnology relieves them from the need to
address access-specific concerns or products.

The unmatched performance, scale, and reliabifith@ solution help enable cost-effective deploytaém numerous configurations. The product
supports low-cost deployments with limited redurmafibut assurance of no service downtime, evendhatto device failure), redundant 1 + 1
configurations, and cluster configurations, allogvfor increased economy of scale. Installable tinegiinline or receive-only mode, all SCE models
support an integrated bypass module for increagaithhility (Figure 2).
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Figure 2. Cisco Service Control Engine—Network Topologies
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Cable MSO

Deployed in a cable multiple-system-operator (M&@jironment, the Cisco Service Control solutionviides a rich set of traffic-management and
service-creation opportunities meant to addressar&tcongestion and performance as well as allavitfe development of innovative new service
offerings. Thus the cable operator has better obotrer network operating expenses (OpEx) and abgipenditures (CapEx) and increased
customer average revenue per user (ARPU) and yoyalt

The SCE can be deployed directly upstream of eableanodem-termination-system (CMTS) platform,ither redundant or stand alone mode.
Alternatively multiple SCEs can be clustered towlfor a more compact design. The SCEs supporténgtilability configurations and a bypass
module that can ensure network availability eveodse of hardware or software failure of the SGEIfit

PacketCable Multimedia Support

PacketCable™ Multimedia (PCMM) is the emerging dtad for service delivery in high-speed cable nekwoand with the Cisco Service Control
Application for Broadband, MSOs can deliver PCMMalify of service (QoS)-sensitive services with gased efficiency and velocity. In a PCMM
architecture, the Service Control Engine acts astancept application manager, transparently ifigng application sessions of interest and
communicating QoS requirements to the policy seflikis capability allows the operator to integrsg¢evices into a PCMM architecture without
relying on the ability of the application serveritterface with the policy server, enabling the asCMM services for distributed, P2P
applications such as gaming or file sharing. Moegply simplifying delivery of premium content aservices offered by off-net partners or over-
the-top applications into the PCMM architectureyiders can reduce integration, security, auditargi management costs, thereby increasing the
velocity of service rollouts and reducing OpEx émgoing service management.

Broadband DSL and Fiber Networks

Deployed in either a retail or wholesale broadbamdronment, the SCE can help broadband operatdisce operational costs and expand their
service portfolio. The Cisco Service Control sauatprovides a rich set of traffic-management amdise-creation capabilities meant to address
network congestion and performance as well as dibowhe development of innovative new service rirfiigs, giving the operator better control over
network OpEx and CapEx.
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The SCE can be deployed upstream of the providedadband Remote Access Server (B-RAS), in eitb@amdant or stand alone mode.
Alternatively multiple SCEs can be clustered towlfor a more compact design. The SCEs supporténglilability configurations and a
bypass module that can ensure network availalglign in case of hardware or software failure ofSRE itself.

DSL Forum TR-058/059 and Policy Server Integration

Similar to the PCMM implementation targeted to tlable market, DSL Forum specifications and archites enable the delivery of

multimedia rich content over an IP-centric DSL nethv The Cisco Service Control Application for Bdiimnd integrates into these architectures
and complements the overall Cisco product portffiiche DSL market by providing application lagassification, accounting, and control
functions. This solution helps DSL service provigefficiently create tiered application serviced aoil out premium service offerings.

MPLS-VPN Networks

An important capability of the Cisco Service Cohsolution is its ability to operate in MultiprotocLabel Switching (MPLS)-VPN environments,
where there is the possibility of overlapped IPradd space usage in each MPLS-VPN. In this envieomnit is critical for the SCE to be able to
distinguish between traffic on different MPLS-VPhhhels and to virtualize deep packet inspectioreémh. By interfacing with the MPLS-VPN
provider edge Border Gateway Protocol (BGP) infdiom the SCE can learn MPLS-VPN tunnel informatiml ensure adequate inspection and
traffic control.

This capability is used by service providers ingézd in enriching their managed-services capabiditgorporate or enterprise traffic as well as
broadband operators rolling out managed VPN ses\fimebranch offices and telecommuters (Figure 3).

Figure 3. Service Control in an MPLS-VPN Network
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KEY FEATURES AND BENEFITS
Cisco Service Control solutions overlay intelligerand application-level control on existing IP spart networks, helping service providers
analyze, optimize, secure, account for, and comfplication- and content-based services.

Usage Analysis

Improving and developing new business models reguhrat broadband service providers accuratelyrstadal their subscribers’ usage patterns.
The Cisco Service Control Application for Broadbasdesigned to dramatically improve usage analygigroviding high-performance application
and subscriber-aware traffic classification, givemerators unrivaled visibility into network actiyi By tracking all IP traffic flows and performing
stateful deep packet inspection, the solution ctdletatistics on the applications and serviced bgendividual subscribers. The platform is
configurable, allowing providers to granularly et data and focus on important information. Thkisig alleviates the common problems
associated with privacy concerns or sorting throongisses of data to glean information.

The Cisco Service Control Engine transparentlygrates into any existing network architecture affiers scalability that helps ensure that
operators gain visibility into usage activity eviarthe most complex of network environments withimpacting reliability or performance. More
granular analysis, reporting, and control of netnapacity planning and subscriber demographiqgs deérators uncover hidden revenue potential
while operating broadband networks.

Broadband Experience Monitoring

Going beyond byte and packet counts, the Ciscoi@e@ontrol Application for Broadband provides wmédfeatures to enable a service provider to
measure the quality of its end-users’ broadbanémapce. Particularly, the solution provides a seh of service-quality reports for voice-over-IP
(VolP) communication. By tapping into the contneldrmation exchanged by a VolP conversation endptiie SCE collects and reports the quality
of each VolIP conversation and can generate repualitsating the average quality of voice calls raadi in a particular timeframe and for a particular
service. The system also provides operators mameudar reports that allow them to understand nft thre quality of voice calls realized by the
subscriber base, but also the cause of poor quality

The Cisco Service Control Application for Broadbaurdvides this information not only on the seryitevider’'s own broadband voice offering but
also on supported third-party “nonfacility” serdce

Using the detailed reports available with the sohutthe service provider can determine:

* How good is the quality of experience realized fribvese services?

Is the quality consistent or do subscribers gei@ pxperience during certain hours of the day?
« How does the quality compare to that of comparafil@et voice services?
« What can be done to improve the quality of bothrttamaged and off-net voice services?

The broadband-experience-monitoring capabilitiethefsolution provide critical business supporoinfation for both marketing and engineering
to facilitate design and management of a managie eervice offering.

Traffic Optimization

As the IP traffic over broadband networks increase®omplexity thanks to high-volume applicationgls as music, video downloading, and
gaming, service providers need the ability to cstesitly and cost-effectively deliver quality of sahiber experience (QoE) for all subscribers. Cisco
Service Control technology can classify applicatievel traffic and subscribers while prioritizingcdhsegmenting network resources. The solution
uses stateful deep packet inspection, giving opesdhe ability to optimize traffic on their netwar thereby increasing efficient use of network
resources, reducing costs, and maximizing capitestments.
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Using state-of-the-art bandwidth management appietetwork traffic on a global, subscriber, oriindual flow-level hierarchy, the solution gives
operators the ability to dictate how network resesrare distributed. The results include:

« Improved overall subscriber broadband experiencentyancing network performance.

« Reduced transit charges and costly network upgrattes Cisco Service Control Application for Broadbgnds the operator in complete control
of the distribution of network resources, ensupgrational costs are kept to a minimum and us&faetion is maximized.

Service Security
The Cisco Service Control Application for Broadbasdesigned to help service providers quickly tifgrand mitigate malicious activities in their
network, thereby reducing network management astbmer support costs.

Using a variety of techniques, the Cisco Servicat@d Application for Broadband can identify mabdis activity and isolate it from the rest of the
broadband traffic. By doing so the solution cant@ecbthe network from “outbound attacks” (those eating from subscribers’ machines infected
by a Trojan or zombie application). The benefitstfe service provider include:

« Rapid identification of a worm or virus epidemicabies the operations team to quickly react andaboiitls effect on the network and subscribers.

< Automatic notification to infected subscribers thgh a captive HTTP page helps subscribers prewméettion or disinfect compromised hosts,
not only helping the community to shorten the §ge of a worm, but also reducing the load on #rwise provider's customer support center—
thereby saving money and resources.

« A security risk handled properly by service provglprovides a valuable opportunity to educate gitbests on security risks and possible
protective methods, and can provide a good oppityttmup-sell subscribers a security package &ir throadband service.

Application-Based Tiers of Service

The Cisco Service Control Application for Broadbasdesigned to help operators expand their paotfuf services. Differentiating service levels
with compelling new content can drive the migratadrdialup users to broadband access, creatingieatmass of users for premium value-added
service deployment. The Cisco Service Control Aggilon for Broadband helps operators account fage®n an individual subscriber level, while
enforcing different policies on a variety of applions or services. The solution allows operatorsréate a wide range of subscription-based tiers o
service that are tailored to the needs of individudscribers or market segments.

This dynamic, subscriber-centric enforcement mpdeVides for access and bandwidth-on-demand serttia can improve overall subscriber
satisfaction. Subscribers can select or gain adoedsosen content and resources and providersreate truly customized broadband services and
enforce service parameters directly correlatethéoneeds of individual users. With the Cisco Ser@ontrol Application for Broadband, operators
can develop services that:

« Migrate dialup users to broadband by crafting idtrctory broadband packages specifically tailoredppeal to dialup users.
« Attract online gamers and power users with qualig-ons for bandwidth-intensive applications.

« Allow for custom service plans for the small offisehome office (SOHO) segment.

¢ Protect content from unauthorized access by sui®soorr device type.
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Table 1 summarizes the primary features provide@isgo Service Control solutions.

Table 1. Cisco Service Control Solutions Features

Feature

Stateful Deep Packet
Inspection

Protocol Support

Programmable Signatures

Subscriber Management

Bandwidth Management

Programming Interfaces

Description

Classifies traffic to application based on Layers 3—7 parameters

Supports the identification of P2P and port-hopping applications

Classifies multimedia applications using multiple concurrent flows

— Behavioral classification identifies traffic type by type of application use
— Voice “fast-path” helps ensure minimal latency for VolP traffic

— The BitTorrent dormant flows repository minimizes the capacity impact of BitTorrent flow-spawning
applications

Supports more than 600 protocols, including:
— P2P: KaZaA, Gnutella, Winny, Win/MX, eDonkey, BiTorrent, DirectConnect

— Multimedia applications: Real Time Streaming Protocol (RTSP), Session Initiation Protocol (SIP), Skype,
H323, and Media Gateway Control Protocol (MGCP)

— HTTP (HyperText Transfer Protocol), NTTP, Simple Mail Transfer Protocol (SMTP), point of presence 3
(POP3), Internet Mail Access Protocol (IMAP), etc.

— HTTP classification based on URL or user-agent regular expression

— RTSP classification based on URL or user-agent regular expression

— SIP classification based on source or destination domain name

Multipacket and bidirectional, configurable signatures

User-definable signatures using a simple GUI

Point-and-click signature distribution

Classification and control of traffic flows on an individual subscriber basis
Management and reporting of subscriber usage of network resources for analysis and billing
Subscriber quotas for prepaid content charging

Integration in RADIUS environments using RADIUS relay or RADIUS sniffing
Integration in DHCP environments using DHCP lease query or DHCP sniffing
Direct API for subscriber integration with policy servers

Integration with Cisco Broadband Policy Manager and third party policy servers
Ability to set bandwidth limits and guarantees on application and subscriber traffic
Ability to set bandwidth rules on a subscriber, group, and global basis

Control for the number of concurrent application sessions

API for dynamic subscriber provisioning

API for quota management and charging

Integration with policy control, billing, and authentication systems

Simple Network Management Protocol (SNMP) interface for usage statistics
HTTP classification API—Support for content-filtering and parental-control applications

Value-added service (VAS) integration model—Ability to virtualize any network appliance based on subscriber
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Feature Description
or application
Service Security * Identification and mitigation of outbound attacks
* |dentification of spam zombie activity in subscriber home networks
* Notification to operator and subscriber browser redirection for technical support
* SNMP alarm on threat detection
* Easy-to-use reports for trend analysis
* Security dashboard for simple configuration of security policies
MPLS-VPN Support ¢ Overlapping private IP address space
* BGP neighborhood integration
* Automatic association of RT/RD tags
Data Collection * Operator-configurable transaction and aggregated subscriber usage reporting
and Reporting ) )
¢ Stores data in any SQL-compliant database (Oracle, MySQL, or Sybase)
* More than 100 preconfigured reports and supports third-party SQL reporting tools:
— Drill-down reports—Click report segment to see further information
— Redundant database and collector
— Central reporting from multiple devices or drill down to individual subscriber
Management Tools ¢ GUI-driven policy editor
* GUI-driven signature editor
¢ GUI-driven reporting tool
¢ GUI-driven subscriber manager
* Network navigator for multidevice management
Network Navigator * Batch distribution of policies and rule base
¢ Batch distribution of new signatures and protocols
¢ Logical grouping of devices into sites

¢ Software update wizard

SUMMARY

Only the Cisco Service Control solution with statefeep packet inspection up to the applicatioedgermits providers to identify content
transported over any protocol, provide detailedymi®and control of complex content-based appticat and prioritize sessions in real time. Cisco
Service Control technology is transport- and corsgmostic, fully extensible, fully programmablegdat easily integrates into the existing fabric of
the network. The result is maximized use of netwesdources, customized service levels, and optirse®scriber experience. Operators that take
advantage of this exclusive high-performance aatk&tl architecture can profitably deliver an arofigervices customized to individual subscriber
needs.

ORDERING INFORMATION

View Only License

With a view only license a customer can use tHfidrelassification and reporting functions of thgstem to perform detailed analysis and statistics
collection on subscriber and application activithis license is used by providers to gain insiglw network activity for capacity planning, usage
demographics, and market intelligence.
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Capacity Control License

The capacity control license is applicable wheriguaring global traffic management and using theesysto optimize application traffic.
When using this license the system is not intedraiith the back-end AAA, DHCP, or policy-serverratructure and is used to apply global
or anonymous policies. This license is used by iplerg for advanced network management applicatioitaprove performance and optimize
network resources.

Tier Control License

With a tier control license, customers can useafbygication suite to deliver individualized polisitor each subscriber. The system can be
provisioned with a control policy for each subseriand integrated into authentication and regismaDSS systems (RADIUS, DHCP, or policy
servers) to dynamically bind IP addresses assigmedbscribers’ sessions and their control polidys license is used by providers to create new
broadband services and advanced billing plans.

Table 2.  Ordering Information for Cisco Service Control Application for Broadband

Product Name Part Number

Cisco Service Control Application for Broadband Rel ease 3.0, View Only SCA-BB-VO-R3
Cisco Service Control Application for Broadband Rel ease 3.0, Capacity Control SCA-BB-CC-R3
Cisco Service Control Application for Broadband Rel ease 3.0, Tiered Control SCA-BB-TC-XXX-R3*
SCE 1010 Multimode Chassis, 2 Multimode GBE Interfa  ces SCE1010-2XGBE-MM
SCE 1010 Single-mode Chassis, 2 Single-Mode GBE Int  erfaces SCE1010-2XGBE-SM
Cisco SCE 2020 Multimode Chassis, 4 Multimode GBE |  nterfaces SCE2020-4XGBE-MM
Cisco SCE 2020 Single-mode Chassis, 4 Single-Mode G BE Interfaces SCE2020-4XGBE-SM
Cisco SCE 2020 FE Chassis, 4 Copper FE Interfaces SCE2020-4/8XFE

* XXX represents number of subscribers: 10K, 5080R, or 1M

SERVICE AND SUPPORT

Cisco Systenfoffers a wide range of services programs to acaleustomer success. These innovative serviogsams are delivered through

a unigue combination of people, processes, toot$ partners, resulting in high levels of custonaiséaction. Cisco services help you protect your
network investment, optimize network operationgl prepare your network for new applications to eataetwork intelligence and the power of
your business. For more information about Ciscuises, refer t€Cisco Technical Support Services
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